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Guardian: North Korea and Iran using Al for hacking. Microsoft says(24.02.14)

MNorth Korea's Al toolkit

QOutside of their use of Gemnini, North Korean cyber threat actors have shown a long-
standing interest in Al tools. They likely use Al applications to augment malicious
operations and improve efficiency and capabilities, and for producing content to

support their campaigns, such @ This article is more than 1 year old
We assess with high confidenc

to demonstrate an interest in t NOI’th KOI'ea and Iran using AI for

DPRK IT Workers s .
We have observed DPRK IT Wc haCklng' MlcrOSOft SaYS

Monica (monica.im) and Ahref
work despite a lack of languag US tech giant says it has detected threats from foreign

accounts on Data Annotation 1countries that used or attempted to exploit generative Al it

Motably, a profile photo used b had developed
to multiple different images or
used to generate the threat aci

APT43

Google Threat Intelligence Gro
accessing multiple publicly av:
is not clear. Based on the capa
activities, it is possible these a
building emails, lure content, a

GTIG has detected APT43 actor
the topic "= &{Z" (translatiol
is using Al applications to cond
South Korean foreign and milita

v

GTIG has identified APT43 acto
generation tools, including tools
looking human portraits.

v

O Microsoft said in a blogpost that the techniques were 'early-stage' and 'not particularly novel or

unique'. Photograph: Getty Images
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tic Al: How It Works and 7 Real-World Use Cases
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01 [ H] Microsoft vs. Google Security Agent Use-Cases

=. Microsoft Security Copilot agents > Google Security SecOps agents
\
I. Phishing Triage: 10 min. MTTR, 95% incidents I. Yara-L conversion
resolved

Il.Investigation Summaries

ll.Alert Triage in DLP and IRM: Overwhelming alert — o ] , .
lll.Investigative Assistant (multi-turn assistant to
Streamlined , o
perform threat hunts and investigations or create

lll.Conditional Access Optimization rule)

IV.Vulnerability Remediation: Prioritize and expediate  IV.Code insights (Al-driven file analysis)

critical patches
P V.Case Summaries and Playbook Generation

V.Threat Intelligence Briefing: T| mapped to you,
real-time situational awareness

1) Microsoft Security: Defense in the Age of Ai with Microsoft Security Copilot agents
2) Google Cloud: The Agentic SOC: Supercharging Security Operations with Al and Automation

© 2025 Min Sung Jung All Rights Reserved



- Atomic Red Team
MITRE ATT&CK TTP7| gt Al H2ISIH, QUM O = QHRIoH BO[E &

& Atomic Red Team Invoke-Atomic Docs Community v Search documentation...

Welcome to Atomic Red Team™

Atomic Red Team is an open source library of tests designed to test
your organization's security controls, and this website is designed to
help security teams better understand Atomic Red Team and the
related collection of free and open source tools.

Opensource Toolkit!!!

powered by ﬂ redcanary

o ZScaler compony
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0201 Part 1: 22 A|LI2| 27|: BIZ™EE 2% (Demo)

i

e ——— ~° Session Actions Edit View Help
~[leakedcredentials.dump - Mousepad

File Edit Search View Document Hel =

/home/chris
x N

:-'.p
DR B B C x =) (= £2 L) =] Q
I Ls O
2 ID: tony@jarvis.co <
3 PW:
4
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HAH. 24 ZH|Ql 5! MITRE ATT&CK Oj =

Open source®l Atomic Red Team 7|8t QERE &4 A|LtZ|2 X3 Sl Cyber Kill chain 7|8t 34 54
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e T1046: Network * T1057: Process

Service Discovery
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Directory
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* T1021.001:

Remote Desktop

Protocol

1)

Phase 3

AD Server
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Azure Credential Storage Account SQL Database
) Breach Breach
Discovery
* T1552.001: * T1530: Data * T1190: Exploit
Credentials in from Cloud Public-Facing
Files Storage Application

°* T1213: Data
from
Information

Repositories

Data Exfiltration Cleam.Jp &
Evasion
* T1048.003: * T1070.001:
Exfiltration Over Indicator

Alternative Removal: Clear

Protocol: DNS Windows Event

* T1041: Logs

Exfiltration Over + T1070.006:

C2 Channel Indicator
* T1020: Removal:
Automated Timestamp
Exfiltration * T1070.004:
Indicator

Removal: File
11
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0202 Part 2: Y EEX|/CHS XIS2t 7+ - Sentinel Automation

Sentinel Analytics Ruledfl 2|3 E2[A &l incident= AP F2|E AutomationOf 2} Playbook
Callbackstf &=z AE AE|g
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twork Isolation Playbook
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0202 Part 2: B X/ XISt 79 - Network Isolation Playbook Demo

@ microsoft Sentinel
incident

¥ CRITICAL SECURITY ALERT

| m Parse JS0N
Incident: [DEI’T’II!}] Mimikatz detected -
Compromised Host: vm-jarvis-AD
) ) + + +
Source IP:
14 - - | Filter array Host Filter array IP | Filter array Account
Account: Unknown ! N +

Severity: High

Detection Time: 2025-10-16 07:23:56

| m Initialize IncdentTitle
Recommended Action: Inmediately isolate the -

compromised host to prevent lateral movement. -
Initialize

CompromisedHost

v Approve Network Isolation -

- : B rniriaize
Reject (Manual Review) AttacksourcelP
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0203 Part 3: Al S XI=32}: Azure Al Foun

SecOps Agent Playbook2 incident 2 E SAAA fhdd A B
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O_LQ

v

@ - n{fk—'{‘%}_a

Sentinel Alert Automation Logic Apps 2= Playbook & 2H Al Foundry

MITRE Mapping

ﬁ Root Cause Analysis

Impact Assessment

(SecOps Agent Playbook)

o
o
Hu
=
ne
r
op

Teams HA|X| T &

Recommendations

—Q

Incident & 0|O| E
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0203 Part 3: Al 34 XIS2}: Azure Al Foundry (SecOps Agent Playbook)

Al Foundry LHTHEl LLM2 &(gpt-5, gpt-4.1, grok-4, 03-pro, DeekSeek-v3 &)= &30 £A1710{| A QIAtO]
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02.03 Part 3: Al %Z;I' Il‘%ﬁl' Azure Al Foundry (SecOps Agent Playbook) Demo

Home > Logic apps » SecOps-Agent-PromptFlow

Azure Al Foundry sentinel-incident-analyzer % Playgrounds

o SecOps-Agent-PromptFlow | Logic app designer # - X
Logic app
Discover what's possible with Al Playgrounds : .
0 Search | ¢ < [>Run- (@ Parameters () Codeview -~ > Connections
Explore, experiment and iterate with different models and customization tooling fo see what you can build. v
2o VErview
_ _ 83 Initialize
il Activity log IncidentSeverity
Ay Access control (IAM)
Agents playground  Taos v
ﬂ Diagnose and solve problems
Build A 831 Initialize
i 2 .:. Resource visualizer H
sy # CRITICAL SECURITY ALERT compromisedhccount
‘;'] v Development Tools
indepen n
model-d Incident: [Demo] Atomic - T1003 Credential Logic app designer
Dumping Detection ¢</> Logic app code view ———
(& Initialize
Try the Compromised Host: _ iz, Logic app templates IncidentNumber
Source IP: I ) fun sty
Account — © s :
Severity: High 2 API i 1
y 9 connections : m Prepare Al Context
Detection Time: 2025-10-10 09:12:55 Quick start quides
_ +
Recommended Action: Immediately isolate the » Settings +
compromised host to prevent lateral movement. > Monitoring -
+ Automation | Build Search Payload
V' Approve Network Isolation &
2. Tasks n
Reject (Manual Review) [ Export template Q
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02.04 Part 4: MCP (Model Context Protocol)

Anthropicit Ol Al 7H, CHot I =7 AZAE Al OO|HE « LLME ¢ &%l BFE ZEES

MCP Y | %Claude |
arCh IteCture l_ o ____ _______ -~ |MCP clients | -~ i @ 3 |

ST client.py | MCP hosts

Local data
sources

Remote
services

1 s . . 18
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https://www.claudemcp.com/blog/mcp-vs-api

02.04 Part 4: Agentic Al for Security: MCP (Model Context Protocol)

Sentinel MCP AlHH=

HOCHEEX
HIE EfM T 5 (MX] O471|),

o
2ot

A
o

o
L

2| wo
H
Hx

rks}gaceﬂ

St 7|o('=fl‘|E|

Sl D E3} =l At 22
NS

User Machine

Y Claude

Prompt

@ Sentinel MCP

>

VirusTotal

|
sSHojF 28 5)= A

@

Incident Management Agent

Statistics,
Details u Trend
Analysis

Incident
query

—> ‘ Security Event Search Agent

Keyword Search —  Security Alert query

ﬁ Security Operation Copilot Agent

Workspace Playbook
KQL Query dete?il ] listing
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0204 Part 4: Agentic Al for Security Demo

o] #F (HIGH)
2Ell: New / &1Zt=: High

ChriSIE—I . 9% 8[“72— O“| [H ﬁiLI‘_@L? Efelatel: 2025-10-09 11:35 ~ B} X3 =

Alert 7H4=: 13871 A\

v¢ == [N

=3

« Al 7|8t EfX| (Credential Access, Unknown patterns)
» HIERIT Z2| 7% 7|5 33| (HLlHHo| =5 &2l 7%)

Sonnet 4.5 « HELIZ Z2| 18] 43 (2025-10-10 03:00 UTC)

« NSG %! IsolationRule-Emergency-inbound/Outbound (Prioriti?:la)—j

£ 3.9443E & T2 loC
Mimikatz 9% &3ja}gl

:\Windows\Temp\svchos

92864faaab217Sdc501d739814663958c78cea942675a8937266357bc[(:v-’? cSE

£ Mimikatz $iZ

% Drive &4

1 Gmail 24 3 o

{ Gmalil 2 DCSync 22 %g nigl
@ Calendar #4

A azure-sentinel

V' virustotal
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https://www.gartner.com/en/documents/6754034

Thank you!

OWRSP

Seoul Chapter

AttackScripts Repo: Sentinel MCP Repo:  [Ofz]iO
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